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2. 1 ERAEH

TEIX L B/ 44— T openssl HIMEUEF IR FE, 10T LU A FOARIE 542 B T
HAAEF . openss] BRIME BAFEOT I PEM A o —AEHE MRS E: AP
PEDAUE A R DUEFS A
II%: Centos 7.4. openssl 1.0.2
O g AR AR 5 R S A SR IR N
mkdir /home/test2

cd /home/test2

2. 1. 1 ARk CAER GGRIER)

1) ARk CA IEHFAH

T2 : openssl genrsa —des3 —out cal.key 2048

IBAT I AR N E RS, A T INE key ST (S5 des3 SN HIZ,
o] DU H HA 2 4 I 5095 2 JR R AR B S GE openss #2 {4 [

AYMH)%E%AMH B AR N RS BOE, B PR .

ey 2048

phrase for cal.key:
- Enter pass phrase for cal.key:
@mail test2]#

2) ARk CA AZ4AET

A openssl req —new —xb09 —days 365 —key cal.key —out cal. cer
i cal.key -out cal.cer
be incorporated

shed Name or a DN.
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CAEZZZ I, AlRe LI FEE R

Using configuration from /fetc/pki/tls/openssl.cnf

Enter pass phrase for cal.key:

Jetc/pki/CA/index, txt: No such file or directory

unable to open '/etc/pki/CA/index. txt'

140021678679968: error: 02001002: system Llibrary: fopen: No such file or directory: bss_file, c: 402: fopen(' fetc/pki/CA/index, txt','r')
140021678679968: error: 20074002: BI0 routines: FILE_CTRL: system lib: bss_file. c: 404:

PAT IR i TR

touch /etc/pki/CA/index. txt
touch /etc/pki/CA/serial
echo 00 > /etc/pki/CA/serial

2. 1. 2 Uk S AET

1 Al o5 25 AL 1

4. openssl genrsa —des3 —out serverl.key 1024

B NHE L) RS BE a0 B TR -

Ima il 2

¢ modulus

‘nter pass phrase for serverl. key:

FERCE SSLAEHEMFRS, AR5 AL TSR0 B> AP I Ab 75 ZH S i .

2) IR ST SR RO

% : openssl req —new —key serverl.key —out serverl.csr
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fir%: openssl ca —policy policy anything —days 365 —cert cal.cer

—keyfile cal.key —in serverl.csr —out serverl. cer

commit?| [y/n]y

2. 1. 3AERE PRt

1) A s - s AL B

% : openssl genrsa —des3 —out clientl.key 1024
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iﬁﬁ)\i‘ﬁ&ﬂ@%ﬁf&iﬁﬁ, P FTR:

ying inte s p e for clientl. k
TEEE SSL ﬁ%éﬁﬁf P e e B - >$A%EM Ef&& BUAE %,

2) AR e A S R

% : openssl req —new —key clientl.key —out clientl.csr

stname) []{WORD

3) fFH CA HRAEF X2 P il k472544
fir % : openssl ca —policy policy anything —days 365 —cert cal.cer

—keyfile cal.key —in clientl.csr —out clientl. cer
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>y —in clientl.esr -out clientl. cer

ied, commit? [y,

2. 1. 4 BUEAR ST A2/ vl

5 CA VIE 338 IE M 55 4% A2 7 i UE 5 i 2>
openssl verify —CAfile cal.cer serverl. cer

openssl verify —CAfile cal.cer clientl. cer

RrbEE E, R CHTE, FEREBITAERm E, W, J7 ERAIE AL S
IR
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3. RHIECEREIT

3.1 HTTPS AAIE

HTTPS WEFSAE T XN “ANIE” B, FBIRCE
BF LR T S mAER:

Client Hello

R

BRI FET L&

AR 75 3%

B R R ARE R

Server Hello
Certificate

Server Hello Done

ClientKey Exchange

Change Cipher Spec

Finished

AR4-25m

Change Cipher Spec

Finished

AR%5E5m L
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3. 1. 3\HERX

SR LA 2 SSL/TLS (42 T R AN AR 5% a4 B 66 A AROAE 1545 2.

Souros Destinstion Frotocol Length Into

923 Server Hello, Certificate, Server Hello Done
TLSv1.2 117 Change Cipher Spec, Encrypted Handshake Message

TLSVI.2 181 Application Data

~ Secure Sockets Layer
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
[ TLSvi.2 Record Layer: Handshake Protocol: Certificate |
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)

Certificate
Certificate (11)

Handshake Typ
Length: 781
Certificates Length: 778

v Certificates (778 bytes)

Certificate Length: 775

~ Certificate:

v signedCertificate
version: v3 (2)
seriallumber: 3 REEIEBER
signature (sha2S6HithRSAEncryption)

v issuer: rdnSequence (0)

)id-at- izati i ,id-at- izati ,id-at- i 1id i ,id y n)'

~_rdnSequence: 5 items (it i t i izati ,1d-at-localityNane=AY, i i )1 n)
RONSequence item: 1 item (id-at-countryName
item: 1 item (id i )
item: 1 item (
RONSequence item: 1 item (id-at-organizationNiame=C)
item: 1 item (i izati i
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3.2 HTTPS H|aAiE

HTTPS WEFAUET A “HEAiE” B, MR E FE CA PR E . RS
TIFHECE, HRS EAEB SR iE CA W B R, B AR R AR S
ALY, B AR 55 28 AT 5L .

AL DIE R TR 2 AR B A0

%P3 R %5

Client Hello

PR SRk 5

ServerHello

Certificate

ServerHello Done
PRS2SRy

&P IR ERRSERSEEPREEEE, M, SNEE

ClientKey Exchange

Change Cipher Spec

Finished
B Pl [ 5y

Change Cipher Spec

Finished
P38 Ry
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3. 2. 3WHEIRX

SR LA 2 SSL/TLS (42 T R AN AR 5% a4 B 66 A AROAE 1545 2.

2577 15.089.._17.1.1.100 =7 TLSV1.2 923 Server Hello, Certificate, Server Hello Done
3089 15.112.. 17.1.1.100 1523 TLSv.2 117 Change Cipher Spec, Encrypted Handshake Message server->client

3710 15.118.. 17.1.1.100 EH TLsvi.2 181 Application Data
15.119.. 17.1.2.65 1.1.100 60 10000 > 443 [RST

Transmission Control Protocol, Src Port: 443, Dst Port: 10000, Seq: 1, Ack: 112, Len: 857
+ Secure Sockets Layer
TLSV1.2 Record Layer: Handshake Protocol: Server Hello
[TC5v1.2 Record Layer: Handshake Protocol: Certificate ]
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 785
~ Handshake Protocol: Certificate
Handshake Type: Certificate (1)
Length: 781
Certificates Length: 778
v Certificates (778 bytes)
Certificate Length: 775

© Certificate: ... (id-at Jid-at-or 1 04, 1d-at-organizationNane=HC, 1d-at-local ityllame=AY, id-at- incellane=Hil, 1d )
© signedCertificate
version: v3 (2)
serialliunber: 3 e
> signature (sha2S6WithRSAEncryption) IREEEIEBER
~ issuer: rdnSequence (0)
itens (id-at-arganizati itlane=QA, id-at-argapizati Jid-at-locali Jid i ,id )
iten (i yNane=CN)
item ( )
RONSequence iten (1d-at-localityllane-AY)
RONSequence i iten (1d-at-organizationliane=HC)
RDNiSequence i iten (id-at-organizationalinitiame-QA)

3. 2. 4 INIER M

AR 55 24E A2 H CA E 45 &% 1R CCA IE F5 A0 AR 55 2 3iE P i B Sk 1 A~ 8] SSL
WEREM  IEPEIAEENRN, BB RN, KRGS AR AE R R Ab
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EaEEaEEE

port port1 verify peer cert error: (7) certficate signature failure
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Frotosl Lot ok

T 1669 2.623640 17.1.1.100 17.1.2.51 TLsvi.2 923 Server Hello, Certi erver Hello Done server->client

~ Secure Sockets Layer
> TLSV1.2 Record Layer: Handshake Protocol: Server Hello
~ TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Mersion: TS 13 (buiea)

ay

~ signedCertificate
version: v3 (2)
seriallumber: 3
> signature (sha256WithRSAEncryption)
~ issuer: rdnSequence (0
~ ransequence:  items (1d-ot L 1d-at- ,1d-at- : L N
item: 1 item (. N)
> item: 1 item (.
> RONSequence item: 1 item (id-at-localityNa
> RDNSequence item: 1 item (id-at-organiz
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HTTPS EFAE T 20N WA E” i, FAGIRE R E CA IEPEE. &/
SRR E . RS EIEBEE, HE P a3t RS aiEBcry, Bt
CA UEFS AR RN o RUFITAIE B3R I 55 #8 A1 5 72 o U 75 A6 TR, %% 7 Bk R
F AT UAE, RSS20 & P i EAT IE

XA A E ) 6] 2 A B

= e 5 45
Client Hello
EFumaiig®
Server Hello
Certificate
Certificate Request IS5 8O0
Server Hello Done

E PRt R
SR

EPRGIRSSIIHETSE, SiME, TR

Certificate
Client Key Exchange
Certificate Verify

Change Cipher Spec

Finished

E ROk

[ || RESERIE
’ ' b

Change Cipher Spec
Finished
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SR LA 2 SSL/TLS (42 T R AN AR 5% a4 B 66 A AROAE 1545 2.

-3.3.09 TCP 70 [TCP Retr‘ansm)ss)on] 10000 » 443 [SVN] Ssq =0 Wi 52 SACK_PERM=1 TSva:
2142 24.317.. 17.2.1.100 TP 70 443 > 10000 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1452 SACK_PERM=1 TSval=24625 TSecr=2192
2250 24.319.. 17.2.2.29 TLSvi.2 177 Client Hello client->server
17.2.1.100 TLsvi.2 1506 Server Hello server->client X
17.2.1.100 TLsvi.2 390 Certificate, Certificate Request, Server Hello Done Server->client
17.2.2.29 TP 66 10000 ~ 443 [ACK] Seq-112 Ack=1765 Win-65535 Len-0 TSval-24461 TSecr-24629
17.2.2.29 TP 1506 10000 + 443 [PSH, ACK] Seq=112 Ack=1765 Win=65535 Len=1440 TSval=24462 TSecr=24629 [TCP segment of a reassembled PDU]
17.2.2.29 TLSW1.2 607 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message c|ient->seryer
17.2.1.100 TP 66 443 > 10000 [ACK] Seq=1765 Ack=2093 Win=65535 Len= TSval=24658 TSecr=24462
17.2.1.160 TLSw1.2 117 Change Cipher Spec, Encrypted Message Server->client
17.2.2.29 TLsvi.2 198 Application Data
17.2.1.100 TLSvi.2 181 Application Data
17.2.2.29 TCP 60 10000 + 443 [RST, ACK] Seq=2225 Ack=1931 Win=65535 Len=@
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port port3 verify peer cert error: (/) certificate signature failure

3) BERL, RS b HRIEHEE R, 2 ikl k55 SHE1
WL, JFRIEH CRREREEE R, IRSTAFISIES S imil 15, &1k 5% i s .

2130 5.862488 17.1.1.100 17.1.2.17 TLsvi.2 1506 Server Hello server->client
2131 5.862499 17.1.1.100 17.1.2.17 TLSv1.2 390 Certificate, Certificate Request, Server Hello Done Sewer—>client

2254 5.871537 17.1.2.17 17.1.1.100 TLSvi.2 1123 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Mes;‘a:#

<

> Frame 2254: 1123 bytes on wire (8984 bits), 1123 bytes captured (8984 bits)
> Ethernet II, Src: Femrice 01:53:c7 (68:91:d0:61:53:7), Dst: Femrice 01:
> Transmission Control Protocol, Src Port: 10000, Dst Port: 443, Seq: 112, Ack: 1765, Len: 1057
v Secure Sockets Layer

> TLSv1.2 Record Layer: Handshake Protocol: Certificate

> TLSv1.2 Record Layer: Handshake Protocol: Client Key Exchange

> TLSv1.2 Record Layer: Handshake Protocol: Certificate Verify

» TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

> TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

. do:

6 (68: :53:c6)




